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Who's In the Audience?

A diverse audience of over 500 professionals registered from 49 countries,
representing the following industries:

28% Military and defense

8% Transportation/logistics/asset tracking

7% Automotive

4% Machine control/mining/construction

1% Precision Agriculture

52% Other
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QUICKPOLL

What one type of RF interference have you
encountered most frequently in the past year?

Poll Results (single answer required):

\ unintentional jamming

‘ intentional jamming

‘spooﬁngr

‘ self-interference

\v none in the past year




Efficient Testing for
GNSS Vulnerabilities (Interference)

Kimon Voutsis, PhD
Product Manager
Spirent
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- GNSS vulnerabilities overview
- Why simulate?
- User applications

- RFI testing (CRPA)

- Summary




GNSS Vulnerabilities Overview spirent  InsideGNSS  unriside
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Why Simulate?

Cspirent InsideGNSS unnl'lnSIggds)stems

Method / attribute

Live-sky Simulation

Record &
playback system

Truth reference & error budget

Realistic Q Representative Q

Repeatable e 0 Q

Controllable @ Q Partially
(X

User application examples

Performance R EA TS

Fundamentals

System Interoperability
Multipath/obscuration
Hardware-in-the-loop
Sensor fusion
Regulatory conformance
Timing

Atmospherics & Space
Weather

Spoofing

Interference & Jamming

ASRS - Probable GPS Interference

Source: https://asrs.arc.nasa.gov/index.html



https://asrs.arc.nasa.gov/index.html
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How to test against RFI? spirent” InsideGNSS unmannedsysems

- Over the air (anechoic chamber)

- Conductively

A DUT Ax

- Example applications
- CRPA testing: military & civil applications (recently)
- Regulatory compliance, e.g. RTCA DO-229, ETSI RED.




Efficient RFI simulation testing Ospirent InsideGNSS  un inside

manned sysicms

- Accurate power calibration, modelling and control
- High incident power (e.g. 0 dBm)
- Low noise floor, High J/S (+130dB)

- Radiation field - # of Tx’s

- Multi-constellation/frequency, realistic wavefront

GTx GPS signal sources - default v1-03.gtx_gps

Ground Tx | 1

Modelled poer
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Efficient RFI simulation testing spirent” InsideGNSS unmannedsserms

- Accurate carrier-phase calibration (degree-level) W W W W W

- Multiple carrier frequencies

- No. of RF outputs (one per CRPA element)
- Antenna amplitude & phase patterns

- Depending on carrier frequency (L1/L2/L5)
- Waveforms

- CW/BPSK/AM/FM/PM/AWGN

WWWWW
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Efficient RFI simulation testing spirent” InsideGNSS unn','},,sn'ﬁgd

- Scalability

- HUR/SIR (e.g. >1kHz)

- User-friendly scenario creation
- Automation

- HIL (low latency)

- Other sensors




Summary spirent InsideGNSS

- GNSS vulnerabilities
- Ensure testing is repeatable and accurate

- RFI testing key parameters

SPOOFING
- Power/carrier-phase calibration £ MULTIPATH
- Multi-frequency/constellation support
- Signal fidelity/Spectrum purity INTERFERENCE . GNSS A YaLL:

. . * Intentional : Vulnerabilities : ATTACKS

- Low noise floor, high J/S S SRR RERY "
- Scalability ® ®

ERRORS B @ ATMOSPHERE
- zpf o :?te o N ' Sty
- Automation
- HIL

- Other sensors




GNSS Vulnerability Testing

Oscar Pozzobon
Technical Director
Qascom, Italy



GNSS Threats: the past, the present and the future spirent  InsideGNSS unmianae
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= GNSS threats are evolving
= The challenge is to predict
= Tomorrow Likelhood of occurence -> Today’s product design

Jamming
Spoofing
Cyberattacks
Jamming +Authentication
Availability +Spoofing
o,
. °

Jamming
Spoofing
+Cyberattacks

SA OFF
Jamming




GNSS Threats: the past, the present and the future spirent InsideGNSS unmianagd s sicms

= Threat classification and categorization will be
the need for the future

= Attacks shall be considered in all layers (signal,
coding, data, protocol)

Protocol Layer Security exploits

Data Layer Spoofing, Smart Jamming
Coding Layer Jamming, Spoofing

Signal Layer Jamming, Spoofing,

Meaconing




Example of synchronized spoofing attack spirent  InsideGNSS unmianae

= Targets position deviation without
position fix loss >
= Requires synchronization with live &=
signals and knowledge of target

location and dynamics I

-100
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time [s]

Position Error : —

Rx power offset [dB]
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——— PRN-26|
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0
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Spoofing signals relative power  Pseudorange error




Future attacks: Replay Attack simulation spirent InsideGNSS  unmanned

= Signals are first estimated with a receiver like technology

= Signals are then re-generated with the predicted information

) Probability of correct estimation

= Jlus integration allows up to 80% of correct estimation
= Effective on any radio frequency signals

Processing Machine

\
\
I | | I I | I I I
0 0.5 1 1.5 2 2.5 3 85 4 4.5 5
Integration time [us]

Target detection




The need for sophisticated equipment Ospirent InsideGNSS — unriannedsysems

= Simple White noise channel simulation
Theory is bright
Anti jam / Anti spoof Detection is perfect
High probability of detection, low probability of false alarm

= Realistic RF Environment simulation

urban/suburban, indoor highly impacts vulnerability testing

Low probability of detection, High probability of false alarm
Required for CRPA testing
Fundamental for fine risk assessment evaluation




Selective Jamming spirent InsideGNSS unmianagd:

= Selective Jamming refers to jamming of some specific data / symbols for specific objectives
= Performed for Denial of Service, Spoof only some services,etc

Welch Power Spectrum Estimate
-10 T T T T T

o

Power (dB)
Time (ms)

Power/frequency (dB/Hz)

-80

2 45 -1 05 0 0.5 1 1.5 2 2.5
Frequency (MHz) Frequency (MHz)

Channel data and jamming signal spectral shaping Jamming signal spectrogram




Impact of Selective Jamming

spirent |n51deGNSS unnI%Snlggd

Pages and Symbols are impacted differently in selective jamming.
C/NO plays a role in robustness

Error rates

Demodulation Performances in AWGN with selective jamming (# runs = 1000)

Symbol Rate = 500, Encoded Payload Length = 241, 300 symbols jammed
i i st s 3

10°E ¥ =S i i 3
\ \ E
= B
10" E =
102 E
1073 =
E | —©— Symbol error rate 3
F | —&— Bit error rate (soft decoding) 3
B Page error rate (soft decoding) ]
4 —O— Symbol error rate, jammer +20 dB
10™ E"| —=— Bit error rate (soft decoding), jammer +20 dB 3
F Page error rate (soft decoding), jammer +20 dB >
- | —©— Symbol error rate, jammer +30 dB
|~ |—8— Bit error rate (soft decoding), jammer +30 dB b
10-5 | —#— Page error rate (soft decoding), jammer +30 dB —
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[ |—8— Bit error rate (soft decoding), jammer +40 dB ]
I | —#— Page error rate (soft decoding), jammer +40 dB -
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I
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C/NO [dB-Hz]
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Ask the Experts Part |
GNSS Vulnerability Testing and the Controlled Reception Pattern Antenna (CRPA)

Alan Cameron
Editor in Chief
Inside GNSS
Inside Unmanned
Systems

Kimon Voutsis Oscar Pozzobon

Product Manager Technical Director
High-end PNT Test Qascom, Italy

Solutions
Spirent
Communications, UK

Sherman Lo
Senior Research Engineer
Aeronautics and
Astronautics
Stanford University




QUICKPOLL

What is your level of experience with
simulation testing for signal vulnerability?

Poll Results (single answer required):

incorporating simulation testing for signal vulnerability

‘ Have not done so, and have no plans to do so

‘ Have not yet done so but wish to take this step

! Not yet accomplished but have taken steps in this direction




GNSS Vulnerability Testing- Part Il

Oscar Pozzobon
Technical Director
Qascom, Italy



Why testing in simulation spirent InsideGNSS unmianAgd sysics

= Prevent threats before occurrence

= Support risks assessment, Analyze impact on the receiver
= Check impact on specific environment

= Play in repeatable ways = Massive vulnerability testing

=  Threats to consider

Denial of Service
Jamming
Smart Jamming / Selective Jamming
Data spoofing
Cyberattacks (crash of receiver)

Deception
Spoofing
Meaconing
Replay attacks



Vulnerability test planning

spirent  InsideGNSS  unmanngds,sc

Attacks

Vulnerabilities

Nominal KPI

Security KPI

Different vulnerability analyses
approaches

Test by Known Attacks

Test by Known Vulnerabilities
Test by Security Objectives
Test by nominal KPI

Availability
Integrity
Precision / Accuracy

Test by security KPI

Probability of false alarm
Probability of Miss Detection
Time to Alert

Other



Vulnerability test planning spirent” InsideGNSS undianngdssies

- Define the Simulation Realism Data Correction  Signal
- Attacker location Simulation Simulation
- Attacker Dynamics
oy e Other CRPA et
- Attacker Channel Conditions Bt (i Correct =
- Attacker antenna Simulation .

-  Define sensor fusion simulation
Other D GNSS <] Other

Integrity Receiver PNT
E.g.: Application level risk assessment ~
4G,5G,Wifi
I Inertial System accuracy Inertial Signal

,) _______________________________________ Sensors Simulation
- GNSS accuracy

I Cyberattack freedom Inertial Data Simulation




Future Authentication Services spirent InsideGNSS unmianaed

= Authentication is going to be introduced in
all major systems
- Open Service Navigation Message
Authentication (OSNMA) For Galileo
- Chip Message Robust Authentication
(CHIMERA) for GPS
- Other proposal under discussion
= Authentication will be an opportunity to test receiver
based anti-spoofing with System based services

& Total (bits)

Ga Iileo OSN MA Source: www.gsa.europa.eu(
10 msec Type 3 Format 10 msec
5°/ Fast Key / 5% Slow Key Duty Factor Time Hopped SSSC
2R 2K 2 Y ¥ Yy 3
Nor |L1 Si Flow per, Noimpl L1CSignal Flbw|per oo
IS-CPS-£00

GPS Chimera


https://www.gsa.europa.eu/

Concl spirent InsideGNSS - unnianine:

= Security is a continuous process, new protections means new threats

= The need for vulnerability testing is a fundamental part of the security process

= Security requirements shall define the level of sophistication and realism required, including
application level realism

= Authentication Services will be next decade opportunity to test protection mechanisms




Basic Control Reception Pattern
Antenna (CRPA) for Civil Applications

Sherman Lo
Senior Research Engineer
GPS Laboratory
Stanford University
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= CRPA for civil applications
= Qverview of fundamental concepts
= Research and Development of Civil CRPA




Civil Controlled Reception Pattern Antenna (CRPA) spirent InsideGNSS unmianagd s sicms

= CRPA used in military aircraft to
overcome jamming by hostile forces

High end systems

= |s there a place for CRPA in the
civilian world?

= Can we create a CRPA appropriate
for civil use?







38

Example: Robust Satellite Based Time Synchronization
for Civil Infrastructure

2
% GEO: WAAS L5
S

g,i MEO: GPS/GNSS

-\F LEO: Iridium

Interference (jam, spoof) Cellular, Power grid




International Traffic in Arms Regulations (ITAR) spirent InsideGNSS unmianagd s sicms

= GNSS adaptive antennas are export-controlled by many countries
U.S. ITAR and EAR - 22 CFR 120 - 130, 15 CFR 730 -
Europe — by Commission Delegated Regulation (EU) 2018/1922 of 10 October 2018
Canada — Export Control List

= Current ITAR provides some commercial opportunities
Restrictions apply to 4+ element CRPA with beams & nulls switching faster than 50 ms
See regulation for more details




Outline spirent In51deGNSS unﬁ%ﬂggdxww

= CRPA for civil applications
= Qverview of fundamental concepts
= Research & Development of Civil CRPA




Fixed vs Controlled Reception Pattern Antenna spirent” InsideGNSS undianngdssies

= FRPA — traditional single element
antenna

Gain pattern fixed

270

= CRPA technology generically 5 dsi gain
describes adaptive gain pattern
capabilities

Electronically steered based on
weighting each antenna element ~ />>> -



http://www.navipedia.net/

Adaptive Antenna COspirent InsideGNSS  unmsngdsserms

= Adapt phase weights to change how
CRPA listens

= Null forming: pure nulling is
unconstrained & single output

= Beam forming: 2 classes of constraint,
different constraint per sat/signal

=
N

Maximize Signal to Interference + Noise
Ratio (SINR)

Minimize Mean Square Error (MSE)

=

<4 KA

n

SO = ) 5(0) ¥ we(®)

k=1

=
s

: IIE‘?;




Beam forming spirent InsideGNSS unmianagd s sicms

= Minimum Variance
Distortionless Response
(MVDR): SINR class
Constraint is a look direction
= Least Mean Squared (LMS): MSE
class
Constraint is a specific signal L
= Both techniques straightforward
to implement iteratively

(MVDR) y1T"

(LMS) 8

» I_},(I)n > ;Wn+l

Can update each epoch



Null forming spirent” InsideGNSS unnl'lgsr:ggdat@m

= Unconstrained (no beam forming)

Minimize overall power

Useful for GNSS as GNSS below
noise floor

= Power constraint (from beam
forming)

Keeps energy in beam but reduces
it elsewhere

—;
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Beam forming vs Nulling Only Cspirent InsideGNSS  unmannedsysems

= Beam forming gets concentrate more signal energy

Requires an additional constraint, so loses a degree of freedom
for nulls
Separate calculation & output for each satellite or signal

More computationally intensive

= Nulling (only) does not concentrate satellite energy
Single output (powermin), easy to fit into existing receivers
Less effective as GNSS approaches noise floor



CRPA STAP Processing

= Spatial Time Adaptive

Processing (STAP) combines
adaptive reception pattern

& time processing

= Combination improves
interference rejection
(number and power)

spirent InsideGNSS  unmianneds scrms

Spatial Nulls
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= CRPA for civil applications
= Qverview of fundamental concepts
m Research & Development of Civil CRPA




An All COTS CRPA for Civil Applications (2010-2015)

spirent |ﬂSld€GNss unni{};lsliggds

Controlled reception pattern antenna (CRPA)
receiver & data collector developed by Y.H. Chen

Beamforming Software Receiver D T FriApr2011:28 % usrp Logger {}
Antenna #0 Antenna #1 Antenna #2 Antenna #3 Antenna #4 C/No Plot

PRN  State | Doppler  CNO PRN | State Doppler CNO PRN | State Doppler CNO PRN | State Doppler CNO PRN | State Doppler CNO iR EAlNZS

1 Nav  -215.6 46.16 | 1 Nav  -211.2 4435 1 Nav  -216.2 4339 1 Nav  -216.3 4516 1 Nav  -218.9 46.56

1 Nav -1988.3 3862 | 11 Nav  -1989.6 3866 | 11 Conf -2004.0 0.00 1 Nav  -2000.7 3422 | 11 Conf -2012.0 0.00

14 Nav -2438.7 4378 14 Nav -24342 4115 | 14 Nav -24384 4235 14 Nav -24398 3993 14 Nav -24458 40.10 A Baad ™
17 Acqg -2000.0 0.00 17 Conf 4000.0 0.00 17 Conf -3500.0 0.00 17 Conf 5000.0 0.00 17 Conf 6000.0 0.00

20 Nav 28408 4489 | 20 Nav 28438 4210 | 20 Nav 28417 4270 | 20 Nav 28433 4142 | 20 Nav 28367 4274

22 Conf 2500.0 0.00 22 Conf 3500.0 0.00 22 Acg  -4000.0 0.00 22 Conf 5000.0 0.00 22 Conf 6000.0 0.00 FR;\IW 1‘- = FR;*IZ; =
23 Nav  2687.2 4341 | 23 Nav  2692.1 40.81 | 23 Nav  2685.3 40.88 | 23 Nav 2685.2 4211 | 23 Nav 2687.4 40.04
25 Acq  2500.0 0.00 25 Acq  3500.0 0.00 25 Acq -3500.0 0.00 25 Conf -5000.0 0.00 25 Conf 3500.0 0.00
30 Acq -2500.0 0.00 30 Conf -3000.0 0.00 30 Conf 4000.0 0.00 30 Conf 4500.0 0.00 30 Conf -5500.0 0.00
31 Nav  -639.3 45.60 | 31 Nav  -633.8 4262 | 31 Nav  -641.7 4342 31 Nav  -636.5 43.77 | 31 Nav  -642.4 46.52
32 Nav  1296.1 46.03 | 32 Nav  1302.6 42.98 | 32 Nav  1295.7 4335 | 32 Nav 1291.8 39.78 | 32 Nav 12924 43.10
0 OFF 0.0 0.00 0 OFF 0.0 0.00 0 OFF 0.0 0.00 0 OFF 0.0 0.00 0 OFF 0.0 0.00

Carrier Phase Difference Position EN Plot sky Plot PRN14 PRN30
PRN | Ant2-1 Ant3-1|Ant4-1 || Item Value N
1 10718 171.26 61.59 | Valid YES B
11 NaN  NaN  NaN Latitude 37.427085 | 10 L
14 -67.89 -4534 167.42 | Longitude 122173283 (i
17 NaN  NaN  NaN Height 35.390480
20 -9.90 -125.47 -4.40 | CableDelay2-1 -0.442654 | WO Q E
22 NaN  NaN  NaN Cable Delay3-1 0.169787 5 PRN17 | PRN31
23 3798 17917 12056 CableDelay4-1 -0.097993 | o
25 NaN  NaN NaN | AGCGain1 51
30 NaN  NaN  NaN AGC Gain 2 as 13575 10 15 ) B
31 -132.32 -156.65 -104.31 | AGCGain3 46 S
32 10198 -117.49 45.81  AGCGaind 52 RnitEE=
1] NaN  NaN  NaN AdaptationStep 0.02724177
Spectrum Angle Frequency Response Gain Pattern Plot PRN20 PRN32-
PSD(dBW/Hz) Azimuth (deg)
-11
PRN22 — PRNO

-1
Frequency (MHz)




Dual Polarization Antenna (DPA) for CRPA spirent InsideGNSS unmianaed

= DPA provides LHCP & RHCP signals; can be built with a patch with 2 feeds
= DPA can use LHCP & RHCP combinations to create a null in one direction
= CRPA using DPAs have more degrees of freedom for improved accuracy &
robustness
Accuracy from improved C/No
Track signals at higher jamming levels than with single polarization implementation

1. Y.H. Chen, et al, “Demonstrating Single Element
Null Steering Antenna Direction Finding for
Interference Detection,” ION ITM 2018

2. Matteo Sgammini, et al, “Interference mitigation
using a dual-polarized antenna array in a real
environment,” Navigation, Journal of ION, 2019




Interference Exercises for CRPA & DPA Testing Ospirent InsideGNSS  unrisangdssierms

Interference Exercise Date

NAVFEST, White Sands  Feb 2011

RFN, Sweden Oct 2011

DHS Gypsy, White Sands ~ June 2012

RFN, Sweden Oct 2012

DHS JamX & GET-CI, 2017
Idaho

DT NAVFEST, Mojave Sept 2019
Desert, CA
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Summary X spirent InSIdeGNSS unmanned sysiems

= CRPA for the civil market is both achievable and practical

= Many forms and implementations of basic CRPA technology
including beam steering, null steering, time/frequency
processing

= Research and commercial development of CRPA ongoing and
require many means of testing
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Resources

eBook: Choosing a GNSS Simulator

https://www.spirent.com/assets/eb/eb choosing-a-gnss-simulator

eBook: How to Construct a GPS/GNSS Test Plan

https://www.spirent.com/assets/eb/eb how-to-construct-gps-gnss-test-plan

Data Sheet GSS9000 Series

https://www.spirent.com/-/media/datasheets/positioning/gss9000.pdf



https://www.spirent.com/assets/eb/eb_choosing-a-gnss-simulator
https://www.spirent.com/assets/eb/eb_how-to-construct-gps-gnss-test-plan
https://www.spirent.com/-/media/datasheets/positioning/gss9000.pdf

QUICKPOLL

What is the most common threat affecting
GNSS signals?

Poll Results (single answer required):

-short-range jamming

_area-wide or region-wide a;[iberate GNSS attack

‘ spoofing for criminal or other law-evading purposes

‘ scheduled signal operator outages

 other




Ospirent  InsideGNSS  unmiannedssis

Ask the Experts
GNSS Vulnerability Testing and the Controlled Reception Pattern Antenna (CRPA)

Alan Cameron Kimon Voutsis Oscar Pozzobon Sherman Lo
Editf)r in Chief Product Manager Technical Director Senior Research Engineer
Inside GNSS High-end PNT Test Qascom, Italy Aeronautics and
Inside Unmanned Solutions Astronautics

Systems .
y Spirent Stanford University
Communications, UK




